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Abstract- The continuous and exponentially increasing use
of email as the main means of communication within two
parties is also increasing risk to the involved parties due to the
easily possible attacks on the email system. The core of the
whole email system depends on SMTP protocol which came to
actual existence only after 1980s. At the time of development of
SMTP, present day highly computational security attacks
couldn’t have been considered which results in the security
loophole in the present email system. In this paper we study the
working and effectiveness of various protocols available today
to countermeasure the security issues in present day email
system.

Keywords — Spoofing, email, SPF, DMARC, DKIM, SMTP

L INTRODUCTION

In today’s world, Email (or electronic mail) has become
one of the most widely used means of communication
whether it be one to one communication or broadcast
communication including personal and professional work.
Email has been a cost-efficient tool for information sharing
and communication. With increasing use of technology and
increasing usage of internet among users, number of emails
sent per day is exponentially increasing day by day. It is
estimated that more than 300 billion e-mails are expected to
be communicated each day in the year 2020 [1]. Also, the
number of emails send per day is expected to be more than
370 billion till the year 2025 [1].

Email threats endanger sharing of data and
communication. Several software systems and services have
been used to protect email security and email authentication.
In this paper we study the effectiveness of these
authentication protocols used for authentication of email. An
Email authentication protocol is used to verify whether an
email is actually sent from its purported user or not. Email
was originally created without any kind of security in mind
because of which it still remains largely insecure as of today.
Though many different protocols like SPF, DKIM, and
DMARC have been developed with time to countermeasure
the continual problem of email security, none have been able
to completely solve all the problems persisting today.

II.  EMAIL SPOOFING

A.  What is Email Spoofing?

Email spoofing is an attack in which an attacker sends an
email that has been modified to seem as if it has been
originated from a different trusted source other than the
original sender [7]. Email spoofing is a popular attack used
in spam campaigns and phishing attacks as a user gets
confidence that the email comes from a genuine sender. The
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main purpose of email spoofing is to trick recipients into
opening or responding to the email sent from a spoofed
sender. The aim of email spoofing is to trick users into
believing that the email has come from some person that they
actually know or someone whom they can trust. Once the
recipient gets convinced about the sender of the email, the
attacker asks about some kind of information that he can
misuse in some way.

B.  Why Email Spoofing Happens?

An attacker uses the spoofed email for one or more of the
following reasons:

1) To hide the real sender's identity from the recipient.

2) To gain important and sensitive information from
individuals or even from organizations by
performing man in the middle attack.

3) To pretend to be a genuine and trustworthy
organization to get access to private information of
any kind like personal details or credit card details.

4) To pretend to be a genuine and trustable sender like
someone who the recipient already knows to gather
some personal information.

5) To bypass various blocklists and spam filters.
6) To spoil the original sender's reputation.

7) To commit identity theft attack by impersonating a
genuine sender.

8) To launch and install various kind of malwares
hidden in files attached in emails spoofed to be sent
from fake sender.

C. How Does Email Spoofing Works?

To spoof an email, main requirement is of an SMTP
(Simple Mail Transfer Protocol) server and an application for
sending an email. At the time of composing the email from
this type of application, the attacker changes some of the
fields found within the message header, like FROM,
REPLY-TO and RETURN-PATH addresses. Now when any
user receives this modified email message, he/she will
assume it to have come from the forged address in spite of its
original source [8].

Email Spoofing is possible only because of the reason
that originally SMTP was not created to authenticate sender
addresses. Although some protocols have been developed
with time, to prevent spoofing of email, adoption of these
protocols is very limited.



The main components of an email are as below:

1) Sender Address
2) Recipient Address
3) Body of the Email

The “Reply-To” field can also be modified or even
completely changed by the sender of an email and thus can
result in spoofing of email phishing attack. Via the “Reply-
To” field the receiving email server gets to know where to
send a reply to, and this can be spoofed to be different email
instead of the original sending user’s email address.

In such cases, where the reply to address and the sender
address are different, the receiving email server or even the
SMTP protocol cannot detect or do anything to detect the
email to be a spoofed one. It completely becomes the
responsibility of the receiving server to check the two
addresses and determine on its own whether it thinks the
email to be from genuine sender or not.

If an email which is having spoofed sender, is not
detected by a user, he/she may become victim to the attacker.
The email users must inspect the email source code before
believing it to be genuine. In the source code of the email the
receiving user can track the IP address of the user sending
the email. All users must use this originating IP address and
check whether the email message has passed Sender Policy
Framework (SPF) or not.

Here’s an example of forged email:

i=1; mx.google.com;

ing prashant@gmail.com does
) header.from=gmail.com

ESMTPS id j70-20020a63804900000000046d4022982551133
for <prashant.ch @msubaroda.ac.in>
(version=TLS1 3 S _AES 256 GCM SHA384 bits=256/256);
Mon, ©4 Jul 2022 22: 47 45 -@7ee (PDT)
Received-SPF: softfail (guogle.\.cm domain of transitioning prashant@gmail.com do
Aut heml‘.a ion-Results: mx. guug e.com;
ail-server.in head

by mx.google.com wi

"MM2LBAS/";
il.com does

Fig. 1. Example of a spoofed email

Notice that the email is spoofed to be sent from
“prashant@gmail.com” but it can be detected by seeing the
received path in the message details i.e., “mail-server.in”.
seeing this it can be concluded that the email was actually
sent from “mail-server.in” domain and spoofed to be sent
from “prashant@gmail.com”.

To spoof an email an attacker modifies few of the fields
of email message header. Person who wishes to spoof email
address may modify the “MAIL FROM” field and set the
sending email address to an email address whom he wants to
spoof. Then this spoofed “MAIL FROM?” field is placed in
the email message header of the email as the “Return-Path”.

An attacker may also change the “From” field present in
email message header. The “From” field indicates the email
address which will be shown to the receiving user in the
inbox. Now when such spoofed email is delivered to a user,
he will see the spoofed “From” email address instead of the
original “From” address.

In case the user who received spoofed email tries to reply
to such kind of email, it will always be sent to the “Return-
Path” set by “MAIL FROM” which can be spoofed and
changed to any email address of the choice of the attacker.

This is possible only because of the reason that these two
addresses are not forced to be the same and can be different
in case of spoofed email.

1.  SMTP

SMTP or Simple Mail Transfer Protocol is the standard
protocol used for all email communications. SMTP protocol
works at Application layer [3]. SMTP is created and
maintained by the Internet Engineering Task Force (IETF).
SMTP is used for delivery and transmission of email over the
Internet. It is generally integrated on email server within an
email application. SMTP mainly comprises of the following:

1)  Email User

2) Email Server

3) Mail Transfer Service
4) Mail Delivery Service

SMTP

User

SMTP

Sending Mail Server

POP/ IMAP

the Internet

SMTP

POP/IMAP Server  User

Fig. 2. Email Delivery Process

SMTP protocol works by creating a communication
channel between two email users via use of email servers
one at each user involved in the communication. The Mail
Transfer Service and Mail Delivery Service are used to
provide domain searching and local delivery services. One
of the main disadvantages of SMTP is that it lacks any
means to authenticate and verify a genuine sender of email,
thus resulting in possibility of email spoofing.

The SMTP protocol allows any user to send an email
even posing as some other user as the real sender. This is the
main loophole of SMTP, which the spammers and attackers
take advantage of and send forged email addresses to
victims. Also, since the sending address is forged, it
becomes very difficult by the receiving email server to
detect whether it is genuine email sender or not.

Also using such kind of spoofed email, an attacker can
fool a user to disclose his/her personal information by
posing to be someone known by the victim or by posing as
some known organization or bank.

IV. PROTOCOLS FOR EMAIL AUTHENTICATION

To prevent and detect spoofing of email, many SMTP
protocols are developed. Out of these most effective ones
are SPF, DKIM & DMARC. All these protocols have been
published or standardized by the Internet Engineering Task
Force (IETF) [7].

A. SPF

SPF or Sender Policy Framework was originally
proposed in early 2000’s, and was standardized in the year
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2014. Firstly, the owner of a domain identifies the IP address
of the email servers used to send emails claiming to be from
its domain. The domain owner then writes these IP addresses
in the SPF record in his DNS server in the form of a specially
formatted TXT record.

For example, "v=spfl ip4:117.240.215.158" is the SPF
entry for the domain “mail-server.in”. When the receiving
email server receives an email claiming to be from
anyusername@mail-server.in, the receiving server will check
the SPF record of the sending domain. If the IP address from
which the email actually came to the receiving server
matches with the IP addresses listed in the SPF record of
mail-server.in then this mail would be considered to have
come from authentic sender. And if it doesn’t match with
any of the IP’s listed in the domain’s SPF record, the SPF
check fails which means that the sending email address is not
authenticated.

Sending Domain
DNS Server

PubliShad
SPF record ; i
Valid Email

E Sends Email E E
piy

Receiving Email Server

Check SPF record to check
if sending mail server is
authorized to send emails

Fail Policy

Sending Email Server

Fig. 3. Sender Policy Framework (SPF) Process Flow

Now, it is the choice of receiving email server whether to
deliver the email to receiving user’s inbox or to reject the
email completely. In this decision the receiving email server
may take help of the SPF check. In a way we can say that the
domains for which SPF records have been published are
more susceptible to email spoofing as compared with those
who have not published SPF records.

B. DKIM

DKIM or DomainKeys Identified Mail is one of the
email spoofing protocols used for authentication of the
sending email address. It is intended to prevent forged sender
addresses in emails, a technique often used in phishing and
email spam. It was first drafted in 2004 and standardized in
2011. It allows the receiving email server to check whether
an email claimed to have come from a specific domain is
indeed authenticated or not to send emails for that specific

domain.
Check DKIM Public
Key Authentication

Fail Policy

Sending Domain
DNS Server

Public Key ; E
Valid Email

E Send Email signed with i
Private Key ; _LL

Receiving Email Server

Sending Email Server

Fig. 4. DomainKeys Identified Mail (DKIM) Process Flow

DKIM uses private-key and public key pair to ensure the
authentication of sending email address for an email. By
verifying the DKIM signed email, the receiving email server
can take decision whether the email seems to have come

from an authenticated user or not. It also ensures that the
email message received by the receiving email server is
exactly the same as sent by the sending mail server and has
not been modified in between by an attacker [4].

On the sender side, first a public-key and private-key pair
is generated for the user wishing to send an email. Next the
public key is written to the DNS server of the sending
domain to be used later by the receiving email server for
verification of authentication of the email. Now, whenever a
user wants to send an email, it is first encrypted with the
private key of the domain and then sent to the receiving
email server.

At the receiving side, the email server first checks the
DKIM record of the sending domain and finds out its public
key. Using this public-key of the sending domain, the
receiving email server tried to decrypt the email message. If
it is decrypted successfully, it assures two things: one, the
email message is not modified during the transmission and it
is intact as it was at the time of sending by the sending email
server, second, it assures that the email actually came from
the same domain as claimed in the email. If the email
message is decrypted successfully, it means that the email
passes the DKIM test otherwise it is said to have failed the
DKIM test [5].

C. DMARC

DMARC or Domain-based Message Authentication,
Reporting and Conformance is one of the protocols designed
to prevent the spoofing of email. It was first drafted in 2011
and published in 2015 [6]. It helps the users to detect the
email spoofing and provides a way to take necessary action
in case the received email is suspected to be spoofed.
DMARC works in association with other two existing
protocols, SPF and DKIM and helps the receiving email
server to decide the course of action to follow in case an
email fails one or both of SPF and DKIM checks. DMARC
doesn’t provide any mechanism to detect email spoofing, but
it only provides the information of what to do in case email
spoofing is detected. Whenever an email is received, first
SPF and DKIM are checked. Depending on the results of
SPF check and DKIM check, the decision of action to take is
made using the DMARC policy.

DMARC also checks identifier alignment of the sending
email address. If DMARC is passed the email is mostly sent
to the inbox of the intended user. If it fails DMARC, policy
defined by the sending domain user is used and if it allows
the email is delivered to the intended user.

Publish SPF, DKIM &
DMARC Records
T T

Sending Email Server

DMARC DMARC | authenticated Email pa
Record Exists Pass —_—
DMARC
~ | ——gm
No DMARC Receiver
Exists Decides

Fig. 5. Domain-based Message Authentication, Reporting and
Conformance (DMARC) Process Flow

Receiving Mail Server

Check
DNS

In case SPF, DKIM and DMARC tests are failed, the
possible actions taken for delivery of email are (i) send email
to inbox (ii) send email to junk or trash or (iii) reject the
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email completely. DMARC removes the guesswork of the
receiving email server and tells it exactly what to do in case
of failure of one or both of the tests [9].

V. GAPS IN EXISTING PROTOCOLS

Even after so many efforts to countermeasure the
problem of spoofing and introduction of anti-spoofing
protocols like SPF, DKIM and DMARC, sending spoofed
email is quite easy as of today also. In 2017, the global
implementation of SPF was reported at 53.8%, DKIM at
38.8%, and DMARC at 46.8% [2]. It is found that most
email administrators are aware of the technical weaknesses
of SPF, DKIM and DMARC which is one of the several
reasons for low adoption rate of these protocols. The general
thinking of the users is that these protocols are somewhat
helpful in preventing spoofed emails, but they cannot solve
the problem of email spoofing completely. Some of the key
limitations found in the existing system are as follows:

A.  Problem of Identifier Alignment

The problem of “identifier alignment” stays for both SPF
and DKIM. Identifier alignment means that the email in
“From” field of the email header may be different than the
“From” field in the message body. And the receiving user
always sees the “From” address written in the email
message body which can be different from the actual
sending address which is defined in the “From” field of the
email message header. In the same manner, the domain in
the “From” field of the email message header can be
different than the domain used to sign the email message.

B. SPF Creates Issues with Mail Forwarding

Email forwarding means one email server forwards an
email to another email Server automatically. SPF will also
fail in case of forwarded emails because the IP address
mentioned it the SPF record of the original sender will not
match with the IP address of the email server forwarding it.

C. SPF & DKIM both poses problems for Mailing List

Mailing list in a way performs similar process as mail
forwarding. In mailing list, the server broadcasts the email
to all the users who have subscribed to the mailing list.
Whenever the email is sent by a user to the mailing list
server to be forwarded to the subscribers, the IP address in
SPF record will become different than the IP address of the
server sending mailing list. Same kind of issue is there for
DKIM where the sign of original sender will not be matched
with the sign of the mailing list server.

D. Lack of Critical Mass

General perception among the users for the anti spoofing
protocols like SFP, DKIM and DMARC is that they are
helpful in preventing email spoofing but they cannot resolve
the problem completely. This is the mail reason for the low
adaption rate of these protocols. If everyone doesn’t use
these protocols the overall effect is very low.

E.  No Penalty for not using SPF, DKIM, and DMARC
There is no penalty for the domains who have not
published SPF, DKIM and DMARC record in their DNS.
The domains who are using SPF, DKIM and DMARC are
not differentiated with the ones using them. Thus, all people

are not encouraged or motivated for active usage of these
protocols.

F.  Benefits not Significantly Overweight Costs

The anti-spoofing protocols work in such a way that it
doesn’t directly protect the domain publishing the SPF,
DKIM and DMARC records from receiving spoofed emails.
All it does is prevent the use of the domain using these
protocols, as sending email server in case of spoofed emails.
The benefits that a domain user gets by using the anti-
spoofing protocols are considered to be indirect and thus do
not attract the domain owners much for using them.

G. Lack of Control over Mail Servers and the DNS Servers

Certain services do not have a control over their DNS
record. Publishing SPF, DKIM and DMARC record may
incur additional overhead cost to coordinate with their DNS
providers. In addition, many companies and organizations
even don’t maintain their own mail servers but rely on
cloud-based email services. The organization needs to rely
on the cloud email service provider to deploy the anti-
spoofing protocols.

H. Perception of Difficulty

Deploying anti-spoofing protocols is very difficult. This
is a general perception among the concerned people who
should be wusing these anti-spoofing protocols. Thus,
majority of the people doesn’t try to publish record for these
anti-spoofing protocols thinking it to be very difficult
though in actual it might not be as difficult as it seems to be.

1. Risks of Exploiting of the Existing System

There is always a fear of blocking or rejecting an
authentic email by the email servers. Because of this fear
majority of the email providers configure a relaxed DMARC

policy. This results in the delivery of email to the recipient’s
inbox even if the email fails SPF and/or DKIM tests.

J. Lack of Verification of SPF Records

Anyone can publish his/her own SPF records in the DNS
server of a domain. Like the certification authority which
verifies a website for SSL, there is no valid authority which
can verify whether an SPF entry is genuine or not. By means
of this loophole, an attacker may bypass the SPF check for
email security.

K. Typo-Squatted Domain

An attacker can create an email server with a similar
sounding domain name and publish his own public-key in
DNS record for the DKIM protocol. This will 100% bypass
DKIM and any email sent via this email server will always
be detected as genuine email.
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Abstract-Email spoofing has been there since many years making it one of the main choices of the attackers or

spammers who wish to gain access to some private information of victims to misuse it or to get some kind of

financial benefit. We all know that email spoofing is possible only because of the fact that the entire email
system works on SMTP which doesn’t provide any mechanism to check authentication of the sender of the email.
With the increasing research in the field of security many protocols have been designed to overcome the

problem of spoofing of email address. In this paper, we try to find out whether email spoofing is still possible or

not by the year 2023.
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1. INTRODUCTION

Email has now a days become one of the most
widely used means of communication which is
quick as well as cost-efficient [1] [2]. With the
increasing use of email, the cases of email spoofing
have also been increasing. To prevent email
spoofing many protocols have been developed like
SPF, DKIM and DMARC [3]. With time, adoption of
these protocols has also increased drastically. Now,
it is a matter of debate, whether the problem of
email spoofing has been resolved completely or
partially after the use of these anti-spoofing
protocols [4] [5].

In this paper, we try to find out whether as of today,
spoofing of email is possible or not even after the
usage of anti-spoofing protocols by majority of the
email servers and the domain owners. For this, we
first created our own email server, and configured
the anti-spoofing protocols on it to prevent email
spoofing. Then, we tried various approaches to
bypass one or more of the anti-spoofing protocols in
order to check whether our spoofed email reaches
the inbox or spam of the recipient user or gets
rejected completely by the receiving email server.

We identified top 10 email service providers and
performed our experiment on them [6] [7]. The
selected service providers for our experiment were
Gmail, Outlook, Proton Mail, AOL Mail, Yahoo Mail,
Zoho Mail, iCloud Mail, Rediff Mail, mail.com and
Yandex Mail. We made various test cases based on
varying scenarios taking into consideration all kind
of possibilities and tried to spoof emails sent to

these 10 email service providers.

By performing this experiment, we analyzed the
success ratio of spoofed email on the selected email
servers. The main purpose of this research is to find
whether the existing protocols for authentication of
email sender are effective in preventing or at least
detecting spoofed emails or not. For this, we tried to
think as an attacker and attempted all possible ways
to spoof an email and bypass the existing
authentication protocols.

2. EMAIL SPOOFING

A. What is Email Spoofing?

The act of sending an email that has been altered to
appear as though it has come from a different,
reliable source other than the sender is known as
email spoofing [7] [8]. The use of email spoofing in
spam and phishing attempts is common because it
gives the recipient the impression that the email is
authentic. Email spoofing's primary goal is to
deceive users into opening or responding to emails
received from a fictitious sender [9]. The purpose of
email spoofing is to deceive recipients into thinking
that the message is from someone they know and
trust. The attacker attempts to gain access to some
type of information that it can use in some way,
once the receiver has been persuaded about the
identity of the email's sender.

B. How Does Email Spoofing Works?

To spoof an email, main requirement is of an SMTP
(Simple Mail Transfer Protocol) server and an
application for sending an email. The attacker
modifies the FROM, REPLY-TO, and RETURN-PATH
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addresses in the message header while the email is
being composed using this kind of application. Now,
regardless of its actual source, any person who
receives this updated email message will presume it
has originated from the falsified address [10]. Email
spoofing is only possible because SMTP was not
initially intended to validate email sender addresses
[11]. Although, certain methods have been created
over time to avoid and detect email spoofing, their
acceptance is quite low [12].

The “Reply-To” field can also be modified or even
completely changed by the sender of an email and
thus can result in spoofing of email phishing attack.
Via the “Reply-To” field the receiving email server
gets to know where to send a reply to, and this can
be spoofed to be different email id instead of the
original sending user’s email address.

The receiving email server or even the SMTP
protocol cannot identify or take any action to
identify the email as being a faked one in such
circumstances, where the reply to address and the
sender address are different. The receiving server
now has full responsibility for comparing the two
addresses and deciding whether it believes the
email to be from a reliable sender or not [13]. A user
risks falling prey to the attacker, if they fail to
recognize an email with a spoofed sender. Before
concluding that an email is authentic, users must
analyze its source code. The IP address of the user
who sent the email can be found in the email's
source code, which is accessible to the recipient
user. From the source code, the user can verify if the
email message has successfully passed the SPF,
DKIM and DMARC testes or not [14].

An example of source code of a forged email can be
seen in Fig. 1. As seen in the figure, the “Return-
Path” field has the spoofed email address
“prashant@gmail.com” which is shown to the user
in inbox, while “Received-From” field has domain
“mail-server.in” which is the original sending
domain.

spf=softfail

Return-Path: <prashant@gmail.com)|
[Received: from mail-server.in (mail-server.in. [117.240.215.158])

~modc

QUARANTINE dis=NONE jer.f

Fig. 1. Example of a spoofed email
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A number of the fields in the email message header
are modified by the attacker to spoof emails [15]. A
person who wants to spoof an email address can
change the address in the "From" field of email
header to any desired email address. Then, as the
"Return-Path" field, this fake "From" field is added
to the email message header.

The email address that is displayed to the recipient
user in their inbox is the one in the "From" field of
the email header. Now, when a person receives a
spoof email, he or she will see the fake "From" email
address rather than the real one [16].Numerous
SMTP protocols have been developed in order to
stop and detect email spoofing. The three most
efficient ones are SPF, DKIM, and DMARC. The
Internet Engineering Task Force (IETF) has
published and standardized each of these protocols
[17].

C. SPF

The owner of a domain specifies the IP address of
the email servers used to send emails purporting to
be from that domain for SPF or Sender Policy
Framework. The domain owner then enters these IP
addresses as a specially structured TXT record in the
SPF record on his DNS server. The SPF record of the
transmitting domain will be checked by the
receiving email server whenever it gets an email
from that domain.

An Email is deemed to have originated from
authentic sender, if the IP address used to connect to
the receiving server is same as the [P address
mentioned in the SPF record of the domain
described in “From” field of the email header. The
SPF check will fail, if it doesn't match any of the IP
addresses specified in the domain's SPF record,
which signifies that the sending email address is not
authentic [18] [19].

Sending Domain
DNS Server

Published ;
SPF record !
E E v‘mm‘“
Sends Email
[1

Receiving Email Server

Check SPF record to check
if sending mall server is
authorized to send emails

Fail Policy

Sending Email Server

Fig. 2. Sender Policy Framework (SPF) Process Flow

The receiving email server has the option of either
delivering the email to the recipient's inbox or
entirely rejecting it [20]. An attacker can easily pass
the SPF test by using different emails in “From” field
and “Return-Path” field. In a sense, we might claim
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that the domains with published SPF records are
more vulnerable to email spoofing than domains
without published SPF records [21] [22].

D. DKIM

Another one of the techniques used for email
address authentication is DKIM or DomainKeys
Identified Mail. It is designed to stop emails with
counterfeit sender addresses, a phishing and email
spam tactic that is frequently employed. It enables
the receiving email server to determine if emails
claiming to be sent from a particular domain are
actually authenticated or not [23].

To verify the sending email address for an email is
authenticated, DKIM uses a private-key and public
key combination. The receiving email server can
determine whether or not the email appears to have
come from an authenticated user by confirming the
DKIM signed email. Additionally, it makes sure that
no alterations were made between the time the
email was sent and when it was received by the
receiving email server [23].

DNS Server Check DKIM Public
Key Authentication -
Fublish DI ;
Public Key E
Fail Policy

Send Email signed with ; Yaates
Private Key .

Receiving Email Server

Sending Domain

Sending Email Server

Fig. 3. DomainKeys Identified Mail (DKIM) Process
Flow

For the user who wants to send an email, a public-
key and private-key pair is first generated on the
sender side. The public key is then added to the
transmitting domain's DNS server so that the
receiving email server can use it later to check the
email's authenticity. The private key of the domain
is used to encrypt all emails before they are
transmitted to the recipient email server [24]. The
email server at the receiving end, first reads the
sending domain's DKIM record to determine its
public key. The receiving email server then attempts
to decode the email message using this public-key of
the sending domain. If it is successfully decrypted,
two things are guaranteed: first, that the email
message was not altered during transmission and
that it is unaltered from the time it was sent by the
sender email server; and second, that the email
genuinely originated from the same domain as is
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claimed in the email. The DKIM test is considered to
have passed, if the email message is successfully
decrypted; otherwise, it is said to have failed.

E. DMARC

DMARC or Domain-based Message Authentication,
Reporting and Conformance is one of the protocols
designed to prevent the spoofing of email. In the
event that a received email is thought to be a
forgery, it gives users the tools to recognise it and
take the appropriate action. SPF and DKIM, two
other existing protocols, work in conjunction with
DMARC to help the receiving email server
determine what to do if an email fails one or both of
the SPF and DKIM checks. DMARC merely gives
instructions on what to do if email spoofing is
discovered and does not offer any means for
detecting it. SPF and DKIM are always checked first
when an email is received. Then, the DMARC policy
is used to determine what should be done based on
the results of the SPF and the DKIM checks [25]. The
sender email address identifier alignment is also
checked by DMARC. If DMARC is unsuccessful, the
transmitting domain user's DMARC policy is used
for deciding, and if it is successful, the email is
delivered to the intended recipient [26].

Publish SPF, DKIM & DNS
DMARC Records

DMARC DMARC | “Authenticated Email 3
Record Exists Pass m E

Sending Email Server

DMARC e
C:;;" —)m Receiving Mail Server
Fig. 4. Domain-based Message Authentication,
Reporting and Conformance (DMARC) Process Flow

If the SPF, DKIM, and DMARC tests fail, one of the
following options may be used to deliver the email:
(i) send it to the inbox; (ii) send it to the spam or
junk or trash; or (iii) reject it entirely. When one or
both of the test fails, DMARC takes the guesswork
out of the receiving email server's decision-making
process [21] [22] and help it take appropriate
decision as per the choice of the originating domain
owner.

3. THE EXPERIMENT AND RESULTS

For the experiment of email spoofing, we used
Modoboa version 1.17.0 installed on Ubuntu 20.04.3
LTS as our email server. The SMTP protocol accepts
two kinds of sender email ids: one in the email
header and the other in the body of the email [16].
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For spoofing of email and to bypass the SPF check,
we placed our own email id i.e. “prashant@mail-
server.in” as the sender email address in the SMTP
email header. This value is used while checking of
the SPF record at the receiving email server and
thus our spoofed email passes the SPF check. The
spoofed email id i.e. “prashant@gmail.com” in this
case, is placed in the “from” field of the SMTP email
body which is displayed to the recipient user of the
receiving email server as shown in Fig 5. Thus, the
victim users see spoofed email id in the “From” field
in their inbox on receipt of the spoofed email
instead of the original sender mentioned in the
“Return-Path” field.

sender = 'prashant@mail-server.in'

receivers = ['prashantchauhan25@gmail.com']

message = """From: Prashant Chauhan <prashant@gmail.com>
Subject: Meeting Reminder 12

Sir, reminder again..

Please find below the updated schedule for the meeting:
Date: 10 Nov 2020

Time: 10 am onwards

Fig. 5. Part of python script used to send spoofed
email

To bypass the DKIM test, we encrypted the email
using our own private key and at the receiving side,
the email server uses the “Return-Path” field to find
the domain used to encrypt the email, which is our
original email server and not the actual email id that
is displayed to the recipient user mentioned in the
“From” field of email body. For this, we modified the
Opendkim Key Table and Signing Table config files
so as to sign all the spoofed domains with the
private key of our own server and not with the
actual spoofed domain. In this way, the receiving
email server decrypts our email using our public
key and passes the DKIM test.

From our experiment, it is found that, for our test
spoofed emails, we are successfully able to bypass
SPF and DKIM using the above-mentioned methods
for majority of the email servers, but DMARC test
gets failed in case where DMARC record is
published by a domain owner in its DNS records.
This is due to the facility of identifier alignment
checking in DMARC, which ensures that the “From”
field in email body and the “Return-Path” field in
email header must be similar otherwise DMARC is
failed. To overcome this, we tried to send multiple
email ids in the “From” field of email body as shown
in Fig 6.
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sender = 'prashant@mail-server.in'
receivers = ['prashantchauhan25@gmail.com']

nun

message = """From: Prashant Chauhan <prashant@gmail.com>

<prashant@mail-server.in>
To: <prashantchauhan25@gmail.com>
Subject: Meeting Reminder 12

Fig 6: Part of python script used to send spoofed
email with multiple email id’s in “From” field

A. Scenario - 1: Spoofing our own domain
having SPF, DKIM and DMARC records

In this case, we selected our own email server
domain as the sending email domain i.e., mail-
server.in. The selected sending domain has
implemented all three authentication protocols i.e.
Sender Policy Framework (SPF), DomainKeys
Identified Mail (DKIM) and Domain-based Message
Authentication, Reporting and Conformance
(DMARC). We selected prashant@mail-server.in as
the spoofed sending email id in this case. The results
of our experiment in this case are as follows:

Receiving Delivery
Server ) SPF | DKIM | DMARC

Name Location
Gmail Inbox Pass | Pass Pass
Outlook Spam Pass | Pass Pass
Proton Mail Inbox Pass | Pass Pass
AOL Mail Inbox Pass | Pass Pass
Yahoo! Mail Inbox Pass | Pass Pass
Zoho Mail Inbox Pass | Pass Pass
iCloud Mail Inbox Pass | Pass Pass
Rediffmail Inbox Pass | Pass Pass
Mail.com Inbox Pass | Pass Pass
Yandex Mail Inbox Pass | Pass Pass

Table 1: Experiment results for prashant@mail-
server.in

From the above table, we can conclude that our
email server can successfully deliver email to the
inbox of all major email service providers and the
sent email passed all three authentication protocols
successfully. Only in case of outlook.com, our email
was sent to spam instead of inbox despite passing
all three protocols.

B. Scenario - 2.1: Spoofing other domain having
SPF, DKIM and DMARC records

In this case, we selected gmail.com as the sending
email domain which uses all three authentication
protocols SPF, DKIMandDMARC. We selected
prashant@gmail.com as the spoofed sending email
id in this case. The results of our experiment in this
case are as follows:
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Receiving Delivery
Server . SPF PKIM DPMARC Remarks
Name Location
Gmail Inbox |Pass|Pass | Fail }iashown
Outlook | Spam |Pass|{Pass | Fail -
Proton Mai| Inbox |Pass|Pass | Fail |warning
AOL Mail | Inbox |Pass|Pass | Fail -
Yahoo! Mai| Inbox |Pass|Pass | Fail -
Zoho Mail| Spam |Pass|Pass | Fail }iashown
iCloud Mail Inbox |Pass|Pass | Fail -
Rediffmail| Inbox |Pass|Fail | Fail |warning

Mail.com | Inbox |Pass|Pass | Fail -

Yandex Mai| Spam |Pass|Pass | Fail -

Table 2: Experiment results for prashant@gmail.com
with single sender email id

From the above table we found that DMARC was
failed in all the cases due to identifier alignment
issue, while both SPF and DKIM were passed by all
the email servers used in the experiment for the
spoofed email. Gmail and Zoho Mail shows “via”
message along with the sender email id. Proton Mail
and Rediffmail displays a warning message to the
user along with the email and in most cases, the
email is successfully delivered to inbox without any
kind of warning to the user.To further try to bypass
the authentication protocols, we tried to send the
spoofed email with multiple senders, the results of
which are as follows:
Receiving

Server |PCHVeTY| cpr | DKIM [DMARC kemarks
Location

Name

Gmail Inbox [Pass| Pass | Pass -

Outlook | Spam |Pass| Pass | Fail -

Proton Mai] Inbox |Pass| Pass | Pass Wwarning
AOL Mail | Inbox |Pass| Pass | Fail -
Yahoo! Mai]l Inbox [Pass| Pass | Fail -

. . via
Zoho Mail | Spam |Pass| Pass | Fail

shown
iCloud Mail Inbox |Pass| Pass | Fail -
Rediffmail| Inbox |Pass| Fail | Fail Wwarning
Not delivered

Yandex Mai| Spam |Pass| Pass| Fail | -

Mail.com

Table 3: Experiment results for prashant@gmail.com
with multiple sender email id

From this table, we can see that by using multiple
sender ids we were able to pass all three protocols
in case of Gmail and Proton Mail which was not
possible with single sender id. Even no “via”
message was shown in case of Gmail for the spoofed
email with multiple sender email ids which was
displayed in case of spoofed email with single
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sender email id. Also, in case of mail.com the email
was completely rejected and not delivered to the
recipient user when multiple sender email ids were
used.

C. Scenario - 2.2: Spoofing other domain having
SPF, DKIM and DMARC records

In this case, we selected outlook.com as the sending
email domain which wuses all authentication
protocols SPF, DKIMandDMARC. We selected
prashant@outlook.com as the spoofed sending
email id in this case. The results of our experiment in
this case are as follows:

Receiving Deliver
Server °Y| SPF [DKIM [DMARC Remarks
Location
Name
Gmail Inbox |Pass| Pass | Fail via
shown

Outlook | spam |Pass| Pass | Fail -

Proton Mai] Inbox |Pass| Pass | Fail warning

AOL Mail | Inbox [Pass| Pass | Fail -

Yahoo! Mai] Inbox |Pass| Pass | Fail -

Zoho Mail | Spam |Pass| Pass | Fail via
shown
iCloud Mail Inbox |Pass| Pass | Fail -
Rediffmail| Inbox |[Pass| Fail Fail -
Mail.com | Inbox |Pass| Pass | Fail -
Yandex Mai| Spam |Pass| Pass | Fail -
Table 4: Experiment results for

prashant@outlook.com with single sender email id

From the above table, we can see that DMARC was
failed in all the cases due to identifier alignment
issue while both SPF and DKIM were passed by all
the email servers used in the experiment for the
spoofed email. Gmail and Zoho Mail shows “via”
message along with the sender email id and Proton
Mail displays a warning message to the user along
with the email and in majority of the cases, the
email is successfully delivered to inbox without any
kind of warning to the user.

To further try to bypass the authentication
protocols, we tried to send the spoofed email with
multiple senders, the results of which are as
follows:

Receiving Deliver
Server . y SPF |DKIM DMARC Remarks
Location
Name
Gmail Inbox [Pass| Pass | Pass -

Outlook | spam |Pass| Pass | Fail -

Proton Mai] Inbox |Pass| Pass | Pass warning
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AOL Mail | Inbox [Pass| Pass | Fail -
Yahoo! Mai]l Inbox [Pass| Pass | Fail -
Zoho Mail | Spam |Pass| Pass | Fail via
shown
iCloud Mail Inbox |Pass| Pass | Fail -
Rediffmail| Inbox |Pass| Pass | Fail -
Mail.com Not delivered
Yandex Mai| Spam |Pass| Pass | Fail | -
Table 5: Experiment results for

prashant@outlook.com with multiple sender email id

From this table, we can see that by using multiple
sender ids, we were able to pass all three protocols
in case of Gmail and Proton Mail which was not
possible with single sender id. Unlike the case with
single sender email id, even no “via” message was
shown in case of Gmail for the spoofed email with
multiple sender email ids. Also, in case of Mail.com
the email was completely rejected and not delivered
to the recipient user when multiple sender email ids
were used.

D. Scenario - 3: Spoofing a domain having only
DKIM record

In this case, we selected msubaroda.ac.in as the
sending email domain which usesonly DKIM
protocol. We selected prashant@msubaroda.ac.in
as the spoofed sending email id in this case. The
results of our experiment in this case are as follows:

Receiving Deliver
Server °"Y! SPF |DKIM DMARC Remarks
Location
Name
Gmail Inbox |[Pass| Pass | none [iashown

Outlook | Spam |Pass| Pass | none -

Proton Mail Inbox |[Pass| Pass | none -

AOL Mail | Inbox |[Pass| Pass | none -

Yahoo! Mai] Inbox |Pass| Pass | none -

Zoho Mail | Inbox |Pass| Pass | none [ia shown

iCloud Mail Spam |Pass| Pass | none -
Rediffmail| Inbox |Pass| Fail
Mail.com | Inbox |Pass| Pass | none -

none -

Yandex Mai| Spam |Pass| Pass | none -
Table 6: Experiment results for
prashant@msubaroda.ac.in with single sender email
id having only DKIM record

From the above table, we can see that in all the
cases, the result of DMARC is shown as “none” as the
selected domain has not published DMARC record.
It is to be noted that in all these cases, SFP was
passed even though the selected domain has not
published any SPF record. Also, Gmail and Zoho
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Mail shows “via” message along with the sender
email id.

To further try to bypass the authentication
protocols, we tried to send the spoofed email with
multiple senders, the results of which are shown in
Table7.

From this table, we can see that by using multiple
sender ids we were able to pass all three protocols
in case of Gmail and Proton Mail which was not
possible with single sender id. Also, a “via” message
was shown in case of Zoho Mail and warning was
shown only in Proton Mail to alert the recipient user
of possibility of spoofing of the sender email id.

Receiving

server |1VeTY|GpE |DKIM DMARC femarks
Location

Name

Gmail Inbox [Pass| Pass | Pass -

Outlook | Spam |Pass| Pass | none -

Proton Mai] Inbox |Pass| Pass | Pass warning

AOL Mail | Inbox [Pass| Pass | none -

Yahoo! Mai] Inbox |Pass| Pass | none -

Zoho Mail | Inbox |Pass| Pass | none via
shown
iCloud Mail Spam |Pass| Pass | none -
Rediffmail| Inbox ([Pass| Pass | none -
Mail.com Not delivered
Yandex Mai| Inbox |Pass| Pass | none | -
Table 7: Experiment results for

prashant@msubaroda.ac.in  with multiple sender
email ids having only DKIM record

E. Scenario - 4: Spoofing a domain having only
SPF record

In this case, we selected orthocarehospital.in as the
sending email domain and we published only
SPFrecords for this domain for the purpose of our
experiment. We selected
prashant@orthocarehospital.in as the spoofed
sending email id in this case. The results of our
experiment in this case are as follows:

Receiving Deliver
Server °"Y| SPF |DKIM [DMARC Remarks
Location
Name
Gmail Inbox |Pass| Pass | none via
shown
Outlook | Inbox |Pass| Pass | none -
Proton Mai] Inbox |[Pass| Pass | none -
AOL Mail | Inbox [Pass| Pass | none -
Yahoo! Mai] Inbox |Pass| Pass | none -
Zoho Mail | Inbox |Pass| Pass | none via
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shown
iCloud Mail Inbox |Pass| Pass | none -
Rediffmail| Inbox |Pass| Pass | none -
Mail.com | Inbox [Pass| Pass | Pass -
Yandex Mai| Spam |Pass| Pass | none -
Table 8: Experiment results for

prashant@orthocarehospitalin with single sender
email id having only SPF record

From the above table, we can see that result of
DMARC is shown as “none” as the selected domain
has not published DMARC record. It is to be noted
that in all the cases both SFP and DKIM were passed
even though the selected domain has only published
its own SPF record and all the email were delivered
to the inbox except Yandex Mail which delivered the
spoofed email in spam folder. Also, Gmail and Zoho
Mail shows a “via” message along with the sender
email id except which warning was not shown in
any other of the selected email servers.The results
for multiple sender ids in spoofed email are shown
in Table 9. From this table, we can see that by using
multiple sender ids we were able to pass all three
protocols in case of Gmail and iCloud Mail which
was not possible with single sender id. The “via”
message was shown only in case of Zoho Mail and
the spoofed email was delivered to spam folder for
AOL Mail, Yahoo Mail, iCloud Mail and Yandex Mail.
For the rest, all our spoofed emails were
successfully delivered to the inbox of the recipient
user.

Receiving Deliver
Server °"Y! SPF |DKIM DMARC femarks
Location
Name
Gmail Inbox [Pass| Pass | Pass -

Outlook | Inbox [Pass| Pass | none -

Proton Mail Inbox |[Pass| Pass | none -

AOL Mail | Spam |Pass| Pass | none -

Yahoo! Mai] Spam ([Pass| Pass | none -

Zoho Mail | Inbox |Pass| Pass | none via
shown
iCloud Mail Spam |Pass| Pass | Pass -
Rediffmail| Inbox |Pass| Pass | none -
Mail.com Not delivered
Yandex Mai| Spam |Pass| Pass | none | -
Table 9: Experiment results for

prashant@orthocarehospital.in with multiple sender
email id with only SPF record
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F. Scenario - 5: Spoofing a domain having both
SPF and DKIM records

In this case, we selected orthocarehospital.in as the
sending email domain and publishedboth SPF and
DKIM records in the DNS for this domain. Then, we
selected prashant@orthocarehospital.in as the
spoofed sending email id for this scenario. The
results of our experiment for this case are as follows:

Receiving Deliver
Server . y SPF |DKIM DMARC Remarks
Location
Name
Gmail Inbox |[Pass| Pass | none via
shown

Outlook | Inbox |Pass| Pass | none -

Proton Mai]l Inbox |[Pass| Pass | none -

AOL Mail | Inbox [Pass| Pass | none -

Yahoo! Mai] Inbox |Pass| Pass | none -

Zoho Mail | Inbox |Pass| Pass | none -

iCloud Mail Inbox |[Pass| Pass | none -

Rediffmail| Inbox |Pass| Pass | none -

Mail.com | Inbox |Pass| Pass | Pass -

Yandex Mai| Spam |Pass| Pass | none -

Table 10: Experiment results for
prashant@orthocarehospital.in with single sender
email id having SPF and DKIM records

From the above table, we can see that result of
DMARC is shown as “none” as the selected domain
has not published any entry for DMARC in its DNS
records. It is to be noted that in all the cases both
SFP and DKIM were passed even though the
selected domain has published its own SPF and
DKIM records as our spoofed email passed both SPF
and DKIM tests. All the emails were successfully
delivered to the inbox of the recipient user except
for Yandex Mail, where the spoofed email was
delivered in the spam folder. Also, only Gmail shows
a “via” message along with the sender email id to
alert the recipient user of possibility of spoofed
sender email address in the received email. Rest all
other servers delivered our spoofed email in the
inbox of the recipient user without giving any kind
of warning to the user.

Then, we performed the same experiment by
sending multiple sender ids in spoofed email whose
results can be seen in Table 11. From this table, we
can see that by using multiple sender ids we were
able to pass all three protocols in case of Gmail,
Proton Mail and iCloud Mail which was not possible
with single sender id. Also, a “via” message was
shown only in case of Zoho Mail to alert the
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recipient user. Our spoofed email was delivered to
spam folder only for AOL mail and Yandex mail, for
the rest it was successfully delivered to the inbox of
the recipient user.

Receiving Deliver
Server °"Y| SPF |DKIM DMARC Remarks
Location
Name
Gmail Inbox [Pass| Pass | Pass -

Outlook | Inbox [Pass| Pass | none -

Proton Mai] Inbox |Pass| Pass | Pass -

AOL Mail | Spam |Pass| Pass | none -

Yahoo! Mai] Inbox |Pass| Pass | Pass -

Zoho Mail | Inbox |Pass| Pass | none via
shown

iCloud Mail Inbox |Pass| Pass | Pass -

Rediffmail| Inbox |Pass| Pass | none -
Not delivered
Yandex Mai| Spam |Pass| Pass | none | -

Mail.com

Table 11: Experiment results for
prashant@orthocarehospital.in with multiple sender
email id having only SPF and DKIM records

G. Scenario - 6: Spoofing a domain having none
of the authentication records

In this case, we selected gujarattourism.com as the
sending email domain which uses none of the
authentication protocols. We selected
prashant@gujarattourism.com as the spoofed
sending email id in this case. The results of our
experiment in this case are as follows:

Receiving Deliver
Server . y SPF |DKIM DMARC Remarks
Location
Name
Gmail Inbox |[Pass| Pass | none via
shown
Outlook | Spam |Pass| Pass | none -
Proton Mail Inbox [Pass| Pass | none -
AOL Mail | Inbox |Pass| Pass | none -
Yahoo! Mai] Inbox [Pass| Pass | none -
Zoho Mail | Inbox |Pass| Pass | none via
shown
iCloud Mail Inbox [Pass| Pass | none -
Rediffmail| Inbox |Pass| Fail | none -
Mail.com | Inbox |Pass| Pass | none -
Yandex Mai| Spam |Pass| Pass | none

Table 12: Experiment results for
prashant@gujarattourism.com with single sender
email id

From the above table, we can see that result of
DMARC is shown as “none” as the selected domain
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has not published DMARC record. It is to be noted
that in all the cases both SFP and DKIM were passed
even though the selected domain has not published
its own SPF and DKIM records and all the emails
were delivered to the inbox except for Yandex Mail
and Outlook. Also, only Gmail and Zoho Mail shows
a “via” message along with the sender email id to
warn the user.

Receiving Deliver
Server . y SPF |DKIM DMARC Remarks
Location
Name
Gmail Inbox |Pass| Pass | Pass -

Outlook | Inbox |Pass| Pass | none -

Proton Mai] Inbox |Pass| Pass | Pass -

AOL Mail | Spam |Pass| Pass | none -

Yahoo! Mai] Inbox |Pass| Pass | Pass -

Zoho Mail | Inbox |Pass| Pass | none via
shown

iCloud Mail Inbox |[Pass| Pass | Pass -

Rediffmail| Inbox |Pass| Pass | none -

Mail.com Not delivered

Yandex Mai| Spam |Pass| Pass | none | -

Table 13: Experiment results for
prashant@orthocarehospital.in with multiple sender
email id

Then, we performed the same experiment by
sending multiple sender ids in spoofed email whose
results are displayed in Table 13. From this table,
we can see that by using multiple sender ids we
were able to pass all three protocols in case of
Gmail, Proton Mail and iCloud Mail which was not
possible with single sender id. Also, a “via” message
was shown only in case of Zoho Mail. The spoofed
email was delivered to spam folder only for AOL
Mail and Yandex Mail, for rest all, the email was
successfully delivered to the inbox of the recipient
user. Also, the email was completely rejected by
Mail.com server, when multiple sender email ids
were used in the spoofed email.

4. DISCUSSION

It can be said that identifier alignment used in
DMARC is quite helpful in marking an email as
DMARC fail. It checks if the email id in “From” field
of the email body is same as the one in email
header. If both these email ids are not similar,
DMARC test is failed, and decision is made by the
recipient email server based on the DMARC policy
established by the sending email domain owner. It
is found that even when DMARC test is failed, still
none of the email servers rejected our spoofed
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email because of their selected DMARC policy. The
liberal DMARC policy of allowing the email even in
case of failure of DMARC, leads the email to the
inbox of the user which might be dangerous for the
recipient user. Also, with our experiment we can
say that using multiple email ids in the “From” field
of email body, identifier alignment test can be
passed, if one of the email ids in the “From” field of
email body is kept same as the one in email header.
There must be some techniques to ensure identifier
alignment is checked and passed before any email is
received at the receiving email server which will
ensure prevention of email spoofing.

Also, it is found that some of the email service
providers like Gmail and Zoho Mail shows a “via”
message along with the sender email id which is
quite helpful in detecting the source of the email
and warn the user for possibility of spoofing. And, in
few cases of spoofing of email, only Proton Mail and
Rediffmail displayed a warning message to the user
to warn them of possibility of spoofing of email,
while rest others displayed no warning to the user
regarding possibility of spoofing. A normal user is
not expected to go to email details and see the raw
email message to check the status of SPF, DKIM and
DMARC tests. In such cases, where users are not
very tech-savvy, they will only see whatever is
displayed on their main screen of the inbox and
won'’t in detail to check the authenticity of the
received email and may get in the trap of the
attacker. In some cases, and by few of the email
servers, this kind of warning message is displayed
to the user but not by majority of them. We suggest
the email receivers to provide such warning
message to the user in all cases where any of the
tests are failed or in case spoofing of email is
presumed by the receiving email server.

5. THE CONCLUSION

With our experiment, we found that in present
scenario the only options for preventing spoofing of
email are authentication protocols namely SPF,
DKIM and DMARC which are not sufficient to
prevent email spoofing completely. We also found
that there are multiple ways by which we may
bypass all the three authentication protocols and
make way for the spoofed email to the inbox of the
recipient user instead of marking the email as spam
or rejecting the email all together. As a conclusion
of this experimental study, we confirm that spoofing
of email is still possible by the attackers and there is
a critical need of some additional security measures

Vol 44 No. 7
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to ensure prevention and detection of email
spoofing in addition to the existing protocols like
SPF, DKIM and DMARC.
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